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TAKEAWAYS FROM THE CHAPTER
Understond how technology helps bonks ond customers.
Leorn obout electronic poyment ond sefilement sysiems.
Underslcnd e-bonking the concepls ond the benefiis.
Understond retoil poyment systems ond their beneiits to bonks ond custorners.
Leorn the concepts ond usoge o{ plostic money such os credii cords, debit cords, etc.

{ Be owore of the securiiy issues in e-bonking.

BASIC CONCEPTS

Why Do We Need Technology in Bonking?
(//l elcotttc t() thc digilal agc tn banking. Over thc last couplc ofdccadcs, technology has assumcd thc vital
./ L/ role oflot only a laeilitator. but also a source of qompctitivc advantagc fbr banks. During thc 1990s,

cfficicncy and cost-cutting uscd to bc thc primary objcctives of banks turning te ncu, lcchnology. At prcscnt,
banks havc cvolvcd a strategic approach towards thcir invcstmcnts in teclrnology, sincc thcy havc lbund that both
rcvenuc enhanccmcnt and cost-cll'!'ctivcncss count in thcir constanl cndcavour to itrrprove thcir ROA and ROE.

The business ol' banking--tspccially financial scrvicesiretail banking is undcrgoing a sea changc, as busi-
ncss shil'ts incrcasingly to the onlinc cnvironnrcnt. -fhc incrcasing number ofcustomcrs transacling online u,ould
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E-tinance

E-Banking - Providing
banking Prcducts and
. sgfvices tttough

s{hannab such as, Inlsrnsu
mobib banking, etc.

move the 'market place'to 'market space" where banks would be forced to expand their product range to

petitors' products, while rapidly innovating their own value-added prod*"'il.rr'""r"gv, 
l"J .or"'rp""ln"utty, thJ Internet, has evolved into an essential access channel For banks,

Intemet offers a cost effective means of innovating' publicizing and delivering services to the customer'-as I

u, -uintuining customer relationships. For the 
"uitoln"', 

th€ Intemet has opened up enonnous possibilities

convenience and choice.

Let us understand the role of technology as an enabler for improved transaction emciency through the crt-

egorization provided in Figure 16.1.

E-@mmetco

Other financial
sgrvic6s/products-
such as, insuranco,

mutual lunds, brokering,
etc.

E-mon€y

Prspaid paymsnt
mechanisms

The effect of technology in banking has been dramatic. The bank-lo-customer relationship has changed sig'

"fn.""tfy, 
with open slandards replicing proprietary fiont ends, and many-to-many networks substituting for

singleJine tinks. it4ost banks, today use intemet as their global expansion platform, offering an increasing aray

of financial services online.

Benefifs of Electronic Bonking
For Bonks

The benefits ofelectronic banking (e-banking) for banks are as follows:

.Price:tnthelongrun,abankcanreduceexpensesbynotpayingfortellersorformanagingbranches.Also
it is cheaper to make transactions over the lntemet'

I customer base: The Intemet allows banks to reach new markets and high net worth individual, tecaus€

there are no geographic boundaries with the Intemet. The lnternet also provides a level playing field for small

banks who want to add to lheir customer base

r Efficiency: Banks can become more efficient by providing Intemet access for thet customers The lntemet

provides the bank with an almost paperless system'

. Customer seryic€ rnd srtisfaction: Banking on the lntemet not only allows the customel to access full

range of available services but it also provides some services not offered at any of the branches. The cus

tom-"rs can print information, forms and applications via the Intemet and search for information efficiently

instead of waiting in line and asking bank employees. with better and faster options, a bank will surely be

able to cleate betler customer relations and satisfaction'

r tmrge: A bank seems more state-of-the-art to a customer if they offer Internet access. A person may not

*unito u.. e-banking but having the service available gives a person the feeling that the bank is on the

cutting edge.
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For Cuslomers

The benefits ofe-banking for customers are as follows:

r Systematically Important Paym€nt Systems (SIPS): High value clearing and Real Tim€ Gross Settlement
(RTGS) are classified under this category since they benefit large corporate and high net worth customers.
Steps have already been initiated to merge the two payment services-the high-value clearing threshold has
been raised fiom ll lakh to {10 lakh, with the intention ofprogressively discontinuing the service, due to the
availability of alternate channels for high-value transactions.

r Financial mtrkets clearing and oth€r imponant retail paym€nt facilities: Financial markets clearing is
intended primarily for govemment securities and foreign exchange markets. Retail payment systems, such as
e-banking, give customer the control over nearly every aspect of managing his bank accotmts. The customers
can, buy and sell securities, check stock market information, check currency rates, check balances, see which
cheques are cleared, transfer money, view transaction history and avoid going to an actual bank. The best benefit
is that e-banking is free. At many banks the customer does not have to maintain a required minimum balance.

E.PAYMENTS

The lmportonce of Poyments ond Seltlemenl Syslems
An important ingredient of an efficient and deep financial system is the ability of intermediaries to effect
smooth and secure transfers of money and exchange financial claims embedded in financial instruments.
The security ofpaymenl and settlement systems is critical for sustaining public trust in the financial inter-
mediaries. (Please also see Chapter I where we discussed the role of'trust'as the backbone ofthe financial
system).

Hence central banks, as supervisors and regulators of payments and settlement systems through financial
intermediaries, have to ensure development ofefficient and secure systems to match the explosion in needs and
sophistication of the financial seclor

Technology has been a primary contributor to new and innovative products and methods of payments and
settlement in various countries around the world. Similarly, the power oftechnology has been hamessed to enable
central banks to carry out their regulatory and supervisory roles as well.

Inlernolionol Siondords ond Codes for Poymenl ond Settlement Syslems
The Committee on Payment and Settlement Systems (CPSS) was set up by the Bank for International Settle-
ments (BlS, wwwbis.org, please also refer to chapter on Capital Adequacy) as a standing committee, with the
objectivet ofstrengthening financial market infrastructure through promoting sound and efficient payment and
settlement systems.

CPSS was formed by G l0 central banks in 2001 with the specific objective offormulating broad supervisory
standards and guidelines for payment and settlement systems. lt serves as a forum for central banks to moniror
and analyse developments in domestic payment, clearing and settlement systems as well as in cross-border and
multicurency settlement schem€s. The membership ofCPSS has widened beyond the Gl0 countries, to include
about 25 central banks in 2009. The RBI is a member ofCPSS.

The Committee has also forged relationships with many non-CPSS central banks in order to help strenghen
payment systems globally. Apart from setting standards, the CPSS also publishes reference works on payment
systems in select countries-widely known as the 'Red book'.

After formalizing the 'Core Principles of Systemically Important Payment Systems' in 2001, CPSS published
in 2002, along with IOSCO, its 'Recommendations for Securities Settlement Systems (SSS)'. This was followed
up with the CPSSJOSCO 'Recommendations for Central counter parties (CCP)' in 2004. Box l6.l summarizes
the CPSS core principles and recommendations.
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.totlrc?: www.bis.org

Povmenl ond Setllemenf Syslems in Indio
ir,'.'rgih". ,p."il,.ud"d u uurr.hungi in the use oftechnology for_making banking in lndia safer, more secue'

smootherandmoreefficient.RBlwasempoweredin200TthroughtheenactmentofthePaymentandSettlement
ali, zooz, to regulate and supervise payment and settlement systems in India, formulate relevant policies and

pr""la" 
" 

Lg"r 6asis for multilaterul netting und settlement finality. To operationalize the Act, RBI framed th€

.Board for Regulation and Supewrsion of Pfiment and Settlement Systems Regulations' 2008'and 'Payment atrd

Settlement Systems Regulations, 2008'.
- -'- p"v-"ni rv.,"-s in- lndia can be bifurcated into .paper-based' and 'electronic' payment systems. Another clas'

sification.basedonusers,canbeinto:large-valuepaym;ntsystems'and'retailpaymentsystems'SeeFigurel6-2
for the components ofeach classification

FIGUNE I6.2 ALTERNATE CIASSIFICATION OF PAYMENT SYSTEMS

we can infer from Figure 16.2, that while the classification 'paper-based' versus 'electronic' conveys the mode of

paymentandsettlement,thealtemateclassification-'largevalue'versus'retail'--{onveytheirrelativeimpor-
tance to the stability ofthe financial system'
-'- fi" f"rg"-"4"" system (sometimes also termed 'bulk payment system') is characterized by relatively low

volumesbuthighvalues,aScontrastedwithretailpaymentsystemswherehighvolumes(numberoftransactions)

CPSS core prlDciple$ for Syltemrdcrlly lBportrtrt Paymetrt Sy3tems (SIPS)

The CPSS defiles Pa]'m€nt systems as a 'set of instrumelts' procedures and rules fot 
'h:tt-tf:t:f.ry^dj

J;; ;;i;;;.1.'slpS is iurther defrned as the .payment systems which, if it is insullicieDtly proteca€d agai[

"i"Oi,-r'Lr"iaty, 
r"g"r, operatiooal and other risks, thi iisruptions within the system coul9-:*^it:"^::3:i:|1$

disruptions among its perticlpants, or gelerate systemic disruptions in the financial markets or more widely ac

the €conomy' , Acrorditrgly, a system D cotlsidercd SIPS if at least orle of the foUowing condilions--is Y-*]]::g
;;;;;"i;i ;y-#t;;*m or the principal svstem in terms of the agsregate value of pavments' O) it hadles nl

p"y-io .inl* it afvidual value' and (c) it is used fot the settlernent offnancial market or other paymqrt syst€Ds

CPSS-IOSCO RecommeDdrtions for Securldcr Settlement Systems (SSS)

Th€lgrecommendationsforSSScanbecoAstruedas.statrdalds,toeDhancasafetyandefticiency.TherecornmenQ
,io*iranaara, 

"ou", 
all aspects of securities settlements, particularly, the t€gal, framework, seftlement cycles, cetrtl

**i"rp*i"t, op"t",ional reliability' govemance, ta$parency, regulatiotr and oversight'

r CPSSiOSCO Recommcrdrtiotrs for CeDtrd Coutr'er Prrdes (CCP)

We have seen in eadier chapters that the role of a CCP is to reduce risk to market panicipTts by inte.rp.:Yq

between counterparties to financial contracts, imposing controls aod enhancing liquidity' However' failure of rid

ma*gement of a CCP could have catastrophi" "*'qu"n""" 
on tT.k"" 

"t Y,1t,::l:T"l]--, j,i:*1t:,:,Y1g
'iil"1i."""-t*J""ns (in oe nature orstandards) for CCPs broadly cover the legal and p""i:iryti* t"qlTl*
it't --"g"."", p-"eduos, operational reliability' efficiency, govemance' transparcncy' r€gulation and oversigbl

h is to be noted tha, CPSS has nol sel specific stondatdsfor Retail Pdynent Systens'

P.p.r b!|.d * High
valu6 cl€aring, ch€ques

ELctonlc - RTGS,
ECS, NEFT

Lagc vrlu! - RTGS,
High value cleaing, CCIL

Rotlll prymani -
MICR/tlon MICR
ch€qu€ clearlng, NEFT,
ECS. cad8, hr€rlev
mobile bs8€d
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and lo\r'values are typical. Being high valuc, thc large valuc paymcnt systcm carries systemic risks that could
aff'ect the stability of thc paymcnt systcms of thc financial scctor as a u'hole. Therefore. according to thc BIS
(CPSS) standards, both high-value clearing and RTGS would be classilicd as SIPS.

Though retail payments are not termcd'SIPS', thqir rclalivc imponancc to the economy cannot be under-

mined due to thc shccr volume and gcographical covcragc that thcse systems demand.
Box 16.2 describcs the salicnt fcatures ofRTGS, the fastest growing segrncnt ofSlPS.

BOX I6.2 SATIENT FEATURES OF RTGS

The Rstionrle
The traditional paymer( system involves settlement of payments on a settlement day (next day, 2 days after and

so on) and inleresl is invariably computed to accrue on a daily basis. Even in the inter-bank foreign cxchange
and money market contracts, spot transaction means 2 business days. Settlement for clearing cheques presented
to clearing houses takes place on a netting basis at a particular time either on same day or on the next day. These
conventions make sense, when book-keeping is done manually. However, this systcm gives risc to risks, such as

credit risk, liquidity risk, operational risk, legal risk and systemic risk. Such risks could cause u,idespread liquid-
ity problems.

The RTGS, was inroduced to solve these problems in the banking scclor. It is a soflware package which provides an

online setlement ofpayments between financial institutions. i.e., bank to bank fund transfer and settlement same day. In
this system, payment instructions between banks are processed and settled individually and continuously throughout the

day. This is in contast to net seftlement that takes place only afterqards, typically at the end offie day. Under the RTGS
system, payee banks and their customers receive tunds during the da.v, enabling lhem to use thc funds immcdiately without
exposing themselves to risk. To initiate a fund transfer, the bank has to scnd a paymcn! message, which is subsequently

routed to the central bank and to the receiving bank as the system processes and seftles the transfer The RTGS system

seltles payments on a lransaction-by-transaction basis as soon as thsy are accepted by tie system. It is a large-value fund
transfer system whereby financial intermediaries can settle inter-bank transfers for theit own accounl as well as for the[
customels,

RTGS in lndia
Operationalized as part of SIPS in March 2004, the RTCS began with four banks settling only interbank transactions.
In 2006, it was expanded to customer transactions (multilateral net settlement). The RTGS operated rvith 105 members
in 2009.

The first transaction was put through by the State Bank of India. which made an interbank payment. The RTGS

system now allows high-value customer paymeDts to happen through this system. High value for the purpose ofRTCS is
defined as tnnsactions oftl lakh (0.1 million) and above. Subsequently, all customer payments would be enabled on the

RTGS system.
The RTGS system is ouned and operated by the RBL Direct mcmbership is restricted and open to commercial banks,

primary dealers, clearing houses and othcrs as decided by RBI. The commercial banks are called 'type A' members, which
enables them lo submit customer-based fiansactions. Primary dealers are 'type B'and clearing houses 'type D'members.
RTGS membership and operations are govemed by RTGS Membership Regulations and Business Operating guidelines,
2004 (and subsequent amendments).

Settlement ofRTCS transactions are done in the RBI books. To enable them tmnsact, members opeo an 'RTGS settle-

ment account' with the RBI, Mumbai. Thc member has to fund this account at the beginning of every RIGS processing

day from the member's cuFent account with RBL AT the end ofthe day, the balance in the account is swept back to the

member's current account.
Members are provided with a panicipanl interface gateway server with which participants/members connect lo

the RBI system through the INFINET.'The software is supplied by the RBI. The banks procure the hardware, which is

specified by the RBL Participants are advised to get a dedicated lease line link betwecn PT gateway and the local hub

of the RBI.
RTGS is a gross seltlement system in which both processing and final settlement offund transfer instructions take

place continuously (r'.e., in real time). As it is a gross settlement system, f'und transfers are setlled individually, without
netting debits against credits. RTCS systems are able to minimize or eliminate the inter-bank risks in the settlement
process.

The RTGS system has reduced the time for processing payments from 24 hours (u,hich could go up to a week) for
cheques at present, to a matter of a few minutes. The launch of the system is expected to phase out cheques ftom the

banking system in due course. lmportantly, RTGS systems can oJIer a powerful mechanism lbr reducing systemic risk.
As central banks have a common interest in Iimiting systemic risk, this capability has often been the key motive for many

central banks to adopt the RTGS system for larger-value money transfer

.t(rr,11,i RBI doctl'nerrts.
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RETAIL PAYMENT SYSTEMS

Retail payment systems are required primarily for purposes such as payments for goods and services, bill
ments, cash payments and so on. Figure 16.3 shows the major purposes for individuals to require e-banking

ties, and the instruments available to satisry the requirements.

AVAILABLE

Inslrument

To achieve the purposes shown in Figure 16.3, retail customers can resort to paper-based clearing and settlem€nt

or elecffonic payment and settlement, as shown in Figure 16.2.

The paper-based payment and settlement mechanisms in vogue in India are as follows:

. Magnetic lnk Character Recognition (MICR) and non-MICR cheques

r High-value clearing
! Speed clearing ofcheques drawn on outstation CBS branches of drawee bank processed in local clearing

. Cheque truncation

The Electronic clearing and settlement systems being operated are as follows:

. Electronic Clearing Service (ECS), National Electronic Clearing Service (NECS)

r Electronic Funds Transfer (EFT)

r National Elechonic Funds Transfer (NEFT)

Chart 16.l shows the progress of electronic transaction over paper-based transactions. While the volume ofelec-

tronic transactions has grown over the years, the value of electronic transactions has far exceeded paper-based

transactioris during this period. One obvious inference is that €lectronic transactions have become more popular

in high-value transactions than in retail payment systems.

CHART 16.I PAYMENT AND SETTLEMENT SYSTEMS IN INDIA GROWTH IN PAPER.EASED VERSUS ELECTRONIC

IMNSACTIONS
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Poper-Bosed Insfrumenls in Retoil Poymenl Systems-An Overview
L Cheques: The most common form of notational money2 is an account with cheque facility. A cheque is an or-

der authorizing the transfer ofmoney from one account to another When a cheque is accepted as payment, the
recipient's bank collects the value ofthe cheque after presenting it to the bank on which it is drawn. Cheques
can be returned for insufficient funds. The person who wrote the cheque can stop payment on it by notirying
the bank that holds the account if a cheque is lost or stolen. Apart from cheques as described above, there
are banker'.s cheques and demand drafts, which are special kinds of cheques. A banker's cheque is drawn
by a bank on its own funds. It is a direct obligation of the bank-hence individual consumers cannot write
banker's cheques. A demand draft is guaranteed to be good by the bank on which it is drawn. Both banker's
cheques and demand drafts are considered insured deposits.

Traveller's cheques are also included in a bank's net transaction accounts and are subject lo reserve re-
quirements.r Traveller's cheques issued by a bank are covered by deposit insurance.

The clearing and settlement of cheques drawn on different banks necessitates banks in the area coming
together for transfer of funds and final settlement. This is done through 'clearing houses' at various centres.
Further, where the process was manual hitherto, as in the 1029 non-MICR clearing houses at various centres,
Magnetic Media-based clearing system is also implemented.

The clearing and seftlement process takes two days on day I, the cheques are presented at the clearing
house, and on day 2, the funds are settled or cheques returned.

The volume and value ofpaper-based cheques have been increasing over the years, but at a declining rate,
presumably due to the impact ofelectronic payment systems (see Table 16.I ).
Magnetic Ink Character Recognition (MICR): Magnetic Ink Charactcr Rccognition is a character recogni-
tion system that uses special ink and character. The cheque, which contains this ink. needs to be read, and
passed through a machine, which magnetizes the ink and then translates the magnetic information into char-
acters. Banks use MICR technology on cheques, which provides secure, high-speed method ofscanning and
processing information.

Speed clearing: This new clearing arrangement was introduced in India in 2008 for collection ofoutstation
cheques through local clearing, provided such cheques were drawn on'core banking'a solution (CBS) en-
abled branches ofpaying banks. Cheques drawn on outstation CBS branches of a bank can be processed in
local clearing, thus, reducing the time taken for realization ofoutstation cheques, thus enabling payment on a
(T + I ) or (T + 2) basis. Speed clearing had been introduced at 53 centres as of March 2009.

High-value clearing: This is a paper-based clearing for large value payments, currently operational at 27
major cities. The clearing process is completed on the same day for cheques of{l lakh and above payable in
the same city. This means that the cheque proceeds will be received and can be withdrawn by the beneficiary
the same day. Table l6.l shows the volume of transactions in SIPS in India. It can be seen that while the
value oftransactions handled is much lower compared with RTGS, the number oftransactions is much higher
However, with RTGS picking up, high-value clearing process may be gradually phased out. As a fint step, a

decision has been taken by the RBI that no new high-value clearing centres would be opencd.

TABLE I6.I! COMPARISON OF TMNSACTIONS UNDER SIPS

3.

System
Name of the
System

Number of
Psrticipants

Daily Volume
ofTransactions
Hrndled (Number)

Average Value Daily Value of
perTfsnsaction TransactionsHandled
Settled (in a lakh) (in I crore)

L High Value All panicipants in
paper-based

clearing systems

105

9l,438

23.481

26.042

1,08,7002. RTCS

,S.)r/r.er Reserve Bank of India.

5. Cheque truncation: We have seen from the discussion abovc that the use ofelectronic payment systems is increas-
ing due to the advantages that such systems offer to the customer However, since paper-based payment systems
continue to be used in a big way, cheque truncation was introduced to speed up the process ofcheque clearing and
thus reducc thc cost oftransit or possibility of loss ofcheque in transit, thus enhancing customer service.
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Truncation is the process of stopping the fiansit of a paper-based cheque from the drawer to the

branch ofa bank. The physical cheque will be 'truncated'at some point en route to the drawee branch, and

be replaced by an electronic image ofthe cheque. Cheque truncation, thus is a more secure alternative to the

movement ofphysical instruments from place to place.

Cheque truncation has been introduced in the national capital region (NCR), New Delhi on a pilot basis,

will be extended to more centres. The process is expected to be more efficient and cost effective, especially in

case ofclearing and settlement ofoutstation cheques.

Member banks ofclearing house in the NCR and INFINET can participate in the cheque truncation syslem.

Eleclronic Retoil Poymenl Systems-An Overview
Eleclronic Cleoring Service (ECS)

Bulk and repetitive payments like interest/dividend are mostly paper-based involving printing of
(in costly MICR format), dispatching them by post and reconciliation thercofafter payment by the agency bar*s.

The difficulties are as follows:

a

I

a

a

It requires an expensive administrative machinery for printing, dispatching and reconciliation.

Bunching ofa large number ofinstruments in clearing results in operational bottlenecks and pressures on thc

cheque processing system.

Chances ofloss ofinstruments in transit and their fraudulent encashment.

The customer has also to keep track ofthe receipt/non-receipt ofthe instrument and take efforts to deposit the

insfument with the bank on receipt ofthe same.

Banks find processing ofsuch a large volume of instruments not only error prone and monotonous, but aho

a strain on the cheque clearing system.

ECS is a retail payment system lhat facilitates bulk payments (such as dividend payment) and bulk receipts (such

as ulility payments). These two aspects are handled by two components of the system-Ecs (credit) and ECS

(debit). The facility is available al 75 major centres as of2009.

ECS (Credit): ECS (Credit) facilitates bulk payments, where an institution makes payment to several rctail

customers. Examples are payment of dividend/interest warrants to investors, payment ofsalaries to employ-

ees and so on. [n such cases, it follows that the account of the institution remitting the payment should be

debited and the payments remittcd to beneficiaries' accounts. Hence, the company or entity making the pay-

ment has to have the bank account details ofthe individual beneficiaries.

ECS (Debit): ECS (Debit) is the opposite of ECS (credit). Here, many individuals/ firms pay to one firm or

utility. Thus, the accounts of various customers of the utility in different banks have to be debited and the

amounts have to be credited to the utility company's account with designated banks. Using a specific man-

date, the utility can also advise the customers'banks to debit payments on due dates.

Settlement in this system currently takes place on (T + 0) basis and the cycle gets completed on (T + l)
basis. The clearing and settlement transactions through ECS occur at the respective centres.

r ECS (Centralized): A third facility called the NECS is centralized and available at the Reserve Bank, Mum-

bai. NECS-Credit, like ECS (credit), facilitates multiple credits to beneficiary accounts at destination bnnch-

es across the country against a single debit in the account ofa user with the sponsor bank from a single central

location at Mumbai. Similarly, the NECS-Debit would facilitate multiple debits to destination account hold-

ers across the country against a single credit to the user account at Mumbai. The NECS is a nationwide system

leveraging on CBS ofmember banks. All CBS bank branches are participants in the system, inespective of
their location, As of3l March 2009, as many as I l4 banks with 26,2'15 branches participated in NECS.

The ECS systems works in the following steps:

St€p l: The corporate body institution (called user) which has to make payments to a large number ofcustomerv
investors would prepare the payment data on a magnetic media (i.e., tape or floppy) and submit the same

to its banker (sponsor bank).

Step 2: The sponsor bank would present the payment data to the local bankers' clearing house (managed by thc

Reserve Bank of India at l5 cenhes and by the State Bank oflndia or associate banks at 3l other centres)

authorizing the manager ofthe clearing house to debit the sponsor bank's account and credit the accounts

(destination bank) ofthe banks where the beneficiaries ofthe transactions maintain their accounts.
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Step 3: On receiving this authorization, the clearing house will process the data and work out an inter-bank funds

settlement.

St€p 4: The clearing house will furnish to the servic€ branches of the destination banks branch-wise credit

reports indicating the beneficiary details, such as the names of the branches where the accounts

are maintained, the names of the beneficiaries, account type, account numbers and the respective

amounts.

Step 5: The service branches will, in tum, pass on the advices to the concemed branches oftheir bank, which

will credit the beneficiaries'accounts on the appointed date.

Benefit to an organizrtion: The ECS system offers following benefits to an organization.

Savings in administrative cost presently being incurred for printing ofpaper instruments in MICR format and

dispatching them by registered post.

Loss ofinstruments in transit or fraudulent encashment thereoftotally eliminated.

Reconciliation oftransactions is made automatic. By the time the ECS cycle is completed, the user institution

gets an electronic data file flom its bank with the date ofpayment and banker's confirmation thereon.

Cash management becomes easier as arangement for funds is required to be made only on the specified date.

r Ensuring better customer/investor servlce.

r Paying the way the best companies in the world pay to their shareholders/investors and customers.

Benefit to the customer: The ECS system offers following benefits to the customers

. Payment on the due date.

r Effortless receipt-no need to visit the bank to deposite the dividend/interest warrant.

r Probability of loss of instrument in transit or fraudulent encashment thereofand consequent correspondence

with the company are completely eliminated.

Eleclronic Funds Trander ( EFT) ond Notion ol Eledronic Funds Tronsfer (NEFT)

Electronic funds transfer system was introduced by RBI in 1997 as an inter-city, intra-city and inter-bank,

intra-bank fund transfer mechanism by which funds can be transfened by any bank branch to any other bank

branch from one city to another EFTs process pre-authorized debits or credits from one bank account to

another within a 48-hour period. It is similar to standing instructions maintained in customers' accounts,

which are carried out automatically at pre-appointed dates.

First, customers have to sign a form that authorizes the bank to deduct th€ir payment on a certain date.

Details, such as the payee and beneficiary's account, amount and date are programmed into the account. Ac-

cording to the billing cycle, the amount of customers' bill is then automatically debited from their checking

account and deposited into the payees'account. In the case ofpayroll, the account is debited and employee's

account is credited for each pay period.
The key benefits of EFTs are as follows.

For receivables, benefits include prompt payment of customers' bills each month and early notice of in-

sulicient funds. While there is a small fee per transaction for this service, EFTS eliminate the need to

print, process and send a monthly bill in many instances. It is estimated that an EFT can save as much as

USD 2.25 to USD 3.00 or more per customer Thus, it lowers labour cost to prepare statements as well as

postage and the cost ofpaper used to print statements. EFTs also reduce late payments and th€ need to send

out reminder notices.

EFTs can actually increase customer retention. This is most likely to occur in businesses that bill the same

amount on a month-to-month basis for ongoing services, such as pest control companies, newspapers, pool

sewices, security companies and the like. Having the fee automatically deducted from the customer's check-

ing account increases the retention ofthose who might otherwise let the service lapse.

It saves on billing and administrative costs, dramatically improves cash flow and eliminates many collection

hassles.

The EFT system was replaced in November 2005 by the NEFT, an electronic message-based payment system

using Pubtic Key lnftastructure6 technology to ensure end to end security. NEFT uses the INFINET to connect

bank branches for electronic transfer of funds. NEFT was available at about 63,000 branches of various banks



Clerritrg corporrtionr The clearing corporation is responsibl€ for po$t-trade activities such as the risk management, coh
firmation, delivery and settlement oftrades executed on a stock exchange. ;

Clesring Dembers: Clearing members are responsible for senling these obligations as determined by the clearing
clearing corporation. They do so by making available funds and/or securities in the designated accounts with cleadng
depositories on the date ofsenlement.
Curtodirnr; Custodians are clearing members but not trading members. They settle trades on behalfoftrading
bers, when a particular trade is assigned to them for settlemeni. The custodian is required to confirm wheth€r he

going to settle that tlade or not. [f he confirms to settle the trade, then clearing corporation assigns that
obligation to him.
Clerrirg baoks: Clearing banks are a kcy li* between the clearing members and clearing corporation/house to
settlement of funds. Every clearing member is required to open a dedicared clearing account with one of the
clearing banks. Based on the cleariag memb€r's obligation as delermined thrcugh clearing, the clearing member malq
firnds available in tbe clearhg account for the pay-in and receives funds in case ofa pay-out.
Deposltorles: Deposirory holds securities in dematerialized form for the investors in their beneficiary accoutrts.

clearing member is required to maintain a clearing pool account with the depositories. He is required to make available
re{uired securities in the designated aocount on settlement day. The depository runs an electronic file to transfer the
ties from ac4ounts ofthe custodians/clearing member to that ofclearing corporation/house and viceversa as per the
of allocatio! of securities.
Profe$lond clesrltrg member: NSCCL admits special category of members knowD as professional cleari[g
(PCMS). PCMS may clear and settle trades excut€d for their clients (individuals, institutions, etc). Ih such cases, the func.
tions and resDonsibilities of the PCM are similar to that of the custodians. PCMS also undertake clearins ard
responsibilities ofthe hading members. The PCM in this case has no trading rights, but has clearing rights, ie,, he cl6rs
tades ofhis associate tradine memb€rs and institutional clients.

.t ,rrr?: RBI documents.
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at the end of2009. To make NEFT more retail customer friendlv. RBI has oermitted initiation oftransactions
accepting cash from walk in customers (earlicr account to account transfcrs were mandatory), permitting
card payments and extending settlement time. These measures have yielded tangible results in the forms of
able increase in rctail electronic fund transfers during 2008-09 (please see Table 16. | ). Several
versions ofthe software and security features are being released periodically by RBI.

Participants in the clearing and settlement process: Information technology has revolutionized the way pay.

ments and settlements are being done throughout the world. The Indian system has also seen several innovatiotr$
in linc with intemational recommcndations and standards (see Box l6.l ). though some of them are yet to p€n-

etrate the entire market.
Box 16.3 provides an overview ofthe vadous participants in the clearing and settlement process

PLASTIC MONEY AND E-MONEY
Plastic money refers to substitution of currency at the time when a payment is taking place by using a card nor-

mally made ofplastic (hence the name, plastic cards) representing such substitution.
There can be several objectives for such substitution. Most important among these would be the need to

postpone actual payment, or pre-purchase payment on the card that is issued. Whatever be the objective, the

most important advantage ofplastic money is protection to the user from the risks of carrying cash. Since it is the

exclusive property ofthe cardholder, it means that it can be used only by him.
The prevalent t)?es ofplastic money are:

r Credit Cards

r Debit Cards

r Other payment channels/products
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Credit Cords
Credit cards started off as a type of payment cards issued by some merchants for the convenience of their cus-

tomers. It is believed that the first such card was issued by Sean in 1910, which was quickly emulated by other
retailers who issued cards containing vital information about the customer, which was recorded when the card was

put through a processing device. The popular'Diner's Club'card was introduced in 1949 to be used in multiple
restaurants that were willing to participate in the scheme. It is to be noted here that these cards had to be paid in
full each month, and, therefore, had very little 'credit' or 'loan' component to them.

Today, credit cards are synonymous with a form ofshort term, revolving credit to the cardholder As pointed

out in th€ chapter on bank lending, a revolving credit replenishes automatically when loan installments are met.

For typical card accounts in the form of revolving credit, the cardholders are billed monthly for purchases made

with the credit card. Every month, cardholders have the option ofpaying back the entire outstanding amount on

the credit card, or the minimum payment stipulated say 2 per cent or 3 per cent ofthe outstanding balance. Typi-

cally, a grace period ofabout a month or more is granted, during which no interest will be charged on the 'loan'.
Cardholders who pay the minimum amount every month are considered current on their account. Ifone payment

is not made on time, the account would be considered delinquent after a predetermined period. Hence, it is evident
that credit card is very similar to a loan account with a ban-k.

Credit cards can be issued through various channels. The mosi common are 'general purpose'cards, such as

Visa or Mastercard. These are accepted by most merchants/retailers. It is also the practice of individual banks to
issue co-branded cards with Visa or Master network.

Credit cards can be broadly classified into three types. These are as follows:

|. Bank cards, i.e-, MasterCard, Visa, Maestro, etc.-This type ofcards are sponsored by individual banks and

considered all-purpose cards. Each bank decides credit limits, annual fees, terms and conditions.

2. Travel and Ent€rtainment cards, e.g., American Express or Diner's Club-This type of cards are used by
people for travel and entertainment expenses. In many cases, unlike credit cards, cardholders are expected to
pay the balance outstanding in full every month. Hence, while credit cards permit users to carry balances over

several months, provided the minimum payment is made every month, 'travel and entertainment' cardholders

will have to pay back the 'credit'in I or 2 months at most.

3. Company or Retail Store cards, such as Walmart, Reliance, BP, Shell or Mobil-This rype of cards are used

in the retail store or gas station. These are issuer-specific and cannot be used for all purposes as can be done

for bank-issued credit cards.

The Podies to Credit Cord Tronsoclions

The following are the principal players in credit card transactions:

r Card issuers

r Card holders/users

. Member establishments (MEs)

r Member affiliates (MAs)

r Clearing agencies

r Credit card affiliates

The role ofeach party in credit card transactions is described briefly in the following paragraphs:

r Card issuers: Card issuers are predominantly banks. Almost all banks today offer credit card s€rvices to re-

tail customers. Credit card business is attractive to banks because ofthe potentially high retums. For examPle,

banks charge member establishments (ME) a commission of about 2 per cent. To customers, banks offer a

credit period of about 45 days, but charge at the rate of say 2.5 per cent per month on the entire outstand-

ing amount at the end of the credit period. Thus, on a single purchase through a credit card, assuming the

customer does not pay within the credit period, the bank can eam up to 4.5-5 per cent per month, which is a

significant 55-60 per cent per year. From our discussion on corporate lending in earlier chapters, it is clear

that banks do not eam such high retums on other types ofadvances.

Ofcourse, credit cards also mean cost to the bank the cost of marketing the credit cards, making ofthe
card with tamper proof features, credit information, processing, investigation, follow up to recover receiv-

ables, bad debt losses at the other end ofthe spectrum-that can be quite high.
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. Card holders: The cardholders or users could be individuals or business entities. As for other tyPes of

lending, the amount that can be drawn against the credit card is based on creditworthiness criteria. After

his account gets approved by the credit issuer bank, the customel is issued a cledit card' with which the

customer would be able to make purchases from merchants accepting that credit card up to a pre-estab-

lished credit limit.
r Member Establishments (ME): These are the establishments/ merchants who accept valid credit cards as

payment for goods/services, in place of cash. MEs can be large retail establishments, Iestaurants, hospitals,

iu, ntting stations, travel agencies-in short, any entity which can generate a good volume of business to

justi! usage ofcredit cards. As mentioned earlier, MEs will have to pay a 'fee'in the form of commissionfor

every credit card payment they accept. Sometimes, this fee is passed on to the cardholder, which implies thal

the cardholder pays more for usage ofthe card.

r Member Alfiliates (MA): A large organization that wishes to issue credit cards in its name without investing

in the etaborate infiastructure for servicing credit cards may opt for the 'affiliate' route. The amliate ent€rs

into an agreement with a card issuer, who authorizes the affiliate to issue credit cards in its name, along with

that of the original issuer. Many large hotel chains are MAs. The other kind of affiliate anangement could

happen b€tween banks as well.

r Clearing agenci€s or card associations: Mastercard intemational and Visa intemational are the two leading

international card issuers who also act as clearing agencies. The card issuers associate themselves with one of

these agencies to enable the cardholder ofone amliate to use the card at the member establishment ofanotler

afrliate. They are also called 'credit card affiliates'when the logos ofboth the clearing agency and the issuer

are embossed on the face ofthe card.

Box 16.4 describes how credit card settlements are made in practice where affiliates ale involved.

How Do Credil Cord lssuers Moke Money?

There are three main sources of income for credit card issuers-fees paid by MEs, interest on cardholder balances

and other fees charged to cardholders. A Visa or Mastelcard affiliation involves more than a simple transachon

between customer and the ME, as we can see fiom the process described above. ln this case, the issuing bank

takes a major share ofthe merchant's discount (say (1.50 out of{2 on every ?100 transaction), while the acquir-

ing bank riould take {0.50. Apart from interest payable by the cardholder on unpaid balances on the credit card,

when a pwchase is made, 0te cr€dit cord hold€r ag€es to pay the card issuet The cardhold€r gives his or hcr conscnt !o pry

tfrigniog 
" 

r"""ipt n"ith a record ofthe card daa-its and iudicating the amount to.b€ paid or by ent€riog a Pe6onal ld€nti

ncatilon tiurnter eff.D. Also, many m€rpbants aoi'acccpt verbal aulhorizations in person or via telephone and electorg

authorizati,on using the lntem€t, knowu as a Card Not Preseot (CM) calsaction 
_,r .!^ ^-*. ^.il:--;i;;;;;fi""tion 

rytt".t 
"ffo*."ohatrts 

to veriry, ahost immcdiatelt that the card is valid and the crcdit ol

customer has sufficient credil to cover rte purchasc- The verification ir performed using a credit card paymeDt temind
point of Sale (Pos) system with a commrmicstioDb li to the mefch&nt's arquiting b.!k. Data fiom the card is

from a magnetic sbipe or chip on the card.

The proces! works ss follow!:
Step 1: A Vis& or Mostercard cardholder nulres a pucbase ftom an ME'

il6tt Tbr ltE;-i" the tansaction idorrration o his bank---cglled-the 'aceuirer'.The ac+uirer.contacI1rl11d-"*ry
bank with rhe ddails tluoqb the canl association (Master or Visa) requesting autborization ofthe tosaction.!vu6a ue l3v gryllge

Step 3: The csrd-issuiDg ba* vifies that tbe tralraction is bona fide, and passing the transaction would keep the ouh:

standing balancJ on the card within sanctiooed limits. Thercaffer, the transaction is authorized.

St"p l il"iJE ""r 
r"quests for payment from his bank, wbich in-tum, routes the Equest to th" 

"a1d "tto".1*"-n:--.--- ^-
Step 5l The card associition procisses thc request for paym€nt with the acquirer and the issuer, and rcquests tbe issusr b

make payment.

step 6: The carct association forwards paymeot to the acquirer, after deducting its fees fol mediation' as well as the iszuerk

fee for lhe Fansaction
Step 7: The issuitrg batrk transnits tunds (less its fee) to $e cald a:soclalion.

Step 8: The acquircr pays the ME for the cardholdsr's purchase, after deducting its fee

itei f r n" carOotair lets his monthly stalement from the issuing b&nk at the end of the billing cycle, rcflecting the poy-

ment to the ME.
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the issuing bank eams fiom other charges, such as annual charges, penalty fees for late payments, over the limit
transactions, fees for cash advances and so on.

The 'expenses' of credit card issuers can be classified into four main categories--(a) marketing and oPera-

tions that account for a bulk of the expenses; (b) cost of funds (see chapter on loan pricing); (c) losses due to

delinquencies or write-offs where outstanding balances could not be recovered; and (d) losses due to frauds. (We

will discuss'lntemet frauds'in the following section.).

The marketing and operations expenses increase as card issuers compete to differentiate themselves in the

market. It is not uncommon to see and own cards with additional benefits such as insurance coverage, purchase

protection, rewards or points-based progtammes and cash back offers.
It can thus be seen that while credit card companies do levy hefty charges on their customers, their profitabil-

ity will have to be monitored closely due to the possibility ofexpenses shooting up due to competition and other

factors. As discussed in our earlier chapter on 'Loan pricing,' since the delinquency rates are high, they have to be

compensated by higher risk premiums, translating into higher interest rates.

Credif Cords-Benefits
To summarize, the following benefits accrue to customers from the usage ofcredit cards:

(a) Defened payment ofbills
(b) Revolving credit
(c) Rewards from card issuers

The benefits to merchants are as follows:
(a) Immediate payment

(b) Assured payment

(c) lncreased consumer spending

Debit Cords
To a customer, credit and debit cards may be look-alikes. Both are almost the same size, provide the same pay-

ment function and may also carry the Master/Visa card logo that makes them acceptable at merchant establish-

ments where credit cards are accepted. But debit cards are quite different from credit cards.

Ifcredit cards advocate 'pay later', debit cards signif 'pay now'. The debit card is a product through which

the customer's own account with the card issuer is debited immediately to the ext€nt of the transaction value.

Further, the debit card does not allow the customer to 'borrow', nor does it provide 'revolving credit'.

Since debit cards do not provide the 'benefits'provided by credit cards, why would customers prefer them?

Customers who prefer debit cards do so because they do not want to go into debt for their necessary or luxury

purchases. Customers cannot spend beyond what their account holds. More importantly, there is no monthly bill-
ing or interest charges.

The debit card programme requires a 'POS'terminal at the member establishment. The debit card, behind

which there is a magnetic strip, is inserted into the machine by the customer at the time ofbilling for purchases

made. The merchant keys in the transaction amount. There are two types ofdebit system followed at the point of
payment----one a 'signature-based'card, where the customer swipes the card and signs the sales receipt, and the

second a 'PlN-based' transaction.
The PIN is known only to the cardholder and the issuing bank. Once the PIN is entered, the machine places

an automatic call to the bank, checks the balance in the customer's account, and reduces the balance to the extent

ofthe transaction value. The merchant's account is credited for the ransaction value

Eenefits to Cuslomers

The following are the benefits enjoyed by the customers:

. Payment convenience and safety: The customer does not have to carry a cheque-book or large sums

ofcash.

. Wide acceptance: Debit cards are more widely accepted than cheques. They are suited for online shoppiDg

and travel.

r Easier qualification: Since debit cards use the customer's own money, not his credit, they are often easier.to

set than credit cards.
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Eenefits to Merchonts

Benefits to the merchants are as follows:

r Fast approvals: Authorized transactions in seconds.

r Fraud prevention: Purchase amounls are 100 per cent authorized at the POS, reducing losses due

fraudulent checks
r Increased sales: Statistics sbow the average ticket sale is increased with debit acceptance.
r Minimum investment and charges: lnvolves adding a low-cost PIN pad that works with existing equipmen!

Merchants prefer PlN-based debit cards since the charges are lower.
. Security: Online debit transactions are encrypted to protect the integrity ofthe cardholder's personal banking

information.
r Cash management: Funds are available sooner than with personal cheques. Debit transactions are funded

within 2-3 days ofbatch settlement

The key differences between debit and credit cards are summarized in Table 16.2.

TABIE I6.2 KEY POINTS OF DIFFERENCE BETWEEN CREDIT AND DEEII CARDS

Credit Cards Debit Cards

Payment terms

Credit

Account with issuing bank

Access to deposit account with No access

card-issuing bank

Technology

Risks

Defened lmmediate debit to customer's account

Around 45 days; typically structured No credit, immediate debit
as revolvins credit

Not required

Required

Default risk; ftaud risk

Essential

Direct access to curent or savings
account

POS terminal at merchant's establishment

Risk minimized through PlN-based
system

Credit ond Debit Cords in Indio
The data shows a deceleration in growth rates of both credit and debit cards (volume and value) in 2008-09,
presumably a reflection ofthe global credit crisis and the consequent economic slowdown. More remarkable is

the fact that the d€cline is more marked in the case ofcredit cards than in debit cards, evidencing the reluctance
ofthe Indian consumer to spend on consumer goods on credit. Another noteu'orthy feature is that debit cards arr
primarily value-addedATM (ATM, defined later in the chapter) cards. As a result, while the number ofdebit cards

in circulation are substantially higher than the number ofcredit cards, the number oftransactions recorded using
debit cards at POS terminals (used for purchases) are very low. The debit cards are mainly used as ATM cards.

This is reflected in the fact that the monthly usage of debit cards at ATM machines is around 179 million and the
number of transaction at POS terminals is 8.7 million in March 2008.

Olher Poymenf Chonnels/Producls
Automoted Teller Mochines (ATM)

Despite the development of electronic payment systems. customers still prefer cash for various transactions.
Cash delivery is increasingly being done on the huge base of Automated Teller Machines (ATMs), which are be-
ing increasingly networked together to permit custome$ to collect cash from different banks as well as in other
countries. ATM and credit card networks are linked in, and VISA and MasterCard holders have long enjoyed the
facility to draw cash from ATMs. ATM networks are increasingly being developed by non-banking organizations
as well.
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As AIMs gain popularity, banks in India have started looking at altemative uses for the investment made.

Some banks have tapped the vast potential ofATM structures to provide innovative and value-added services to

customers, such as funds transfers, bill payment services, mobile phone recharge and so on.

Mobile Bonking

The rapid spread of the 'mobile phone' era has helped banks use this mode for transactions. Mobile bank-

ing can be used for small-value payments at relatively lower costs, and, therefore is being used in many

developing countries as a delivery channel to facilitate financial inclusion.s ln countries where mobile

banking has been introduced, there are two distinct models that can be operated-the bank-led and telecom

company-led models. India has adopted the bank-led model, while the telecom company led-model may

be preferred in countries with relatively lower coverage of formal banking facilities (an example of this

being Kenya).
RBI provided guidelines for mobile banking transactions in India in October 2008. The salient features of

these guidelines are (a) banks have to obtain RBI approval for providing mobile banking facility to customers,

(b) the facility can be provided onty in Indian rupees to lhe banks' own customers, or holders of debit/credit

cards, and (c) banks should adhere to prescribed technology and security standards and limits set. The guidelines

also mandate inter-operability among sewice providers, so that monopolistic practices by a few operators are

avoided.

Prepoid Poymenl lnslrurnents

These are pa).ment instruments, such as smart cards, magnetic strip cards, Internet accounts, lntemet wallets,

mobile accounts, mobile wallets and so on, where value is stored in advance to be used when required. The 'value

stored' is the value paid by cash, debit or ffedit card by the instrument holder Purchase of goods and servlces

is made against the stored value in the prepaid instruments. Hence, these instruments serye as a convenient and

relatively risk-free mode ofpayment in lieu ofcash, and for e-payments through Intemevmobile. More than con-

venience or efficiency, the saf€ty and security of these payment instruments and the underlying technology have

to be ensured.

The flow ofinformation and funds for a generic stored value card is provided in Box 16.5.

These and other issues have been addressed in the RBI guidelines for 'lssuance and operation ofprepaid instru-

ments in India'dated 27 April 2009 that can be accessed at the RBI Web site.

The salient features of these guidelines are summarized as follows:

The prepaid instruments are categorized as: (a) closed payment instruments; (b) semi-closed instruments

(c) semi-open; and (d) open payment instruments.

Closed system payment instruments, for which examples are gift vouchers issued by certain merchants,

or prepaid mobile services or telephone-calling cards. lt is evident that these instruments are intended for

exclusive use at the specified establishment or for availing services from a service provider. These instmments

t,?ically cannot be reloaded (except mobile services) or redeemed, nor do they permit cash withdrawals.

As these instruments do not facilitate paym€nts and settlement for third party services, issue and operation of
such instruments are not classified as payment systems.

Semi-closed system pa,'rnent instruments are similarto closed instruments, except that they have wider scope

of operation. Examples are instruments generally issued by third party sewice providers, such as those re-

deemable at a group of establishments (associated say with a particular sbopping mall, or tourist resorts or
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other establishments) specified by the issuer. The establishments have entered into specific contmcts with

issuer to accept the payment instruments. These instruments can be issued in reloadable or

formats but do not Dermit cash withdrawals.

!

a

a

be issued in reloadable and non-reloadable formats. The ess€ntial difference is that semi open instrumentj

not provide the option ofcash withdrawal, while open payment systems do.

Banks can issue all categories ofprepaid cards, and non-banksn.,lBFCs can issue semi closed system

instruments, provided the preconditions stipulated by RBI are fulfilled. Other eligible issuers can issue

closed system instruments.

Semi-open and open instruments are vulnelable to frauds and misuse. Hence, safeguards should be in

to prevent money laundering and other types ofmisuse.

The prepaid card should have minimum validity of6 months from date of issue/activation

The maximum value for which a prepaid card can be issued is (50'000.

The money collected against issue of such instruments would be substantial. But, since it is p

to merchants and others with whom the instrument holders transact, the money received by the

should be treated as 'float' money and invested in liquid, near cash and safe investments. Where banlc

are the issuers, the money collected is treated as part ofNDTL for the purpose ofreserve maintenance't

lfthe issuers are non-banks, they will have to maintain the outstanding balance in an'escrow account'!c

with a commercial bank. The escrow account is intended only for making payments to participating

merchant establishments-hence, banks do not pay interest on these balances, and cannot grant lo8[r

asainst these funds.

SECURITY ISSUES IN E-BANKING
It is evident that e-banking is here to stay. However, the advent of high technology has also brought with it new

operational risks in the form of security risks. The safety of banks, the integrity of the country's payment and

settlement systems, and the trust that customers impose in the safety ofthe system ar€ all intertwined to ultimately

contribute ro financial stability. The challenge for the futule will be to identiry and ad&ess risk to banking safety

Semi-open and open system payment instruments are basically in the nature ofcrediVdebit cards that can

used foi purchase of goods and services at any card-accepting merchant locations/Pos terminals. They t

and security without hampering technological innovations in banking

Intemet-banking has evolved into a mass market product-an essential servic€ whose quality can affect the

customers' loyalty to and satisfaction with their bank. And, not surprisingly, it is Intemet-banking that is posing

the gravest riik to banks'viability and sustenance. Hackers and fraudsters have realized the immense potential of :

lnternet-banking to give them ill-gotten monetary gains

Therefore, as new technologies evolve to make banking faster and more convenient for customers, the coF

cems about e-payment security have increased. The 'conventional' risks of unauthorized access, identity th€ft

or network attacks have been exacerbated by 'contemporary' threats-phishing and pharming, spear phishing;

carding and skimming, crimeware and spyware, money laundering, mules, scams, spams, Nigerian advance fee

fraud-and still counting.

Rerl Llfe Errmple I
Nordes losr oore than $1,000,000 in aggregate due to I sophistic{ted malware anack, which recorded wer's account da'

tailr atrd s€nt them to taudsters. Thes€ tratrsfers werp made in sevsral small smoults betwertr 2@5 and 2007, in od€( b
circumve the batrk's fr8ud dctcatio! mechani$ns

Often inadequarely protected personal computcrs are tbe first point ofattrck for cyber oiminals. Us€rr arc attr8cGil

to vadous ofsrs thsi s€im to be coming in from their baoks and fall prcy to ht€mct fiaud-

.Sor,/rre. The examDle rpas accessed at www.cronto.com
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The most prevalcnt types of Internet frauds are discussed as follows:

l. ldentity Thelts ln thc virtual world, a person's identity is defined by the user name, passwords ot account

names. Identity thefl is the misuse ofpersonal data or documents in order to impersonate another individual

to carry out illegal or fraudulent activities. c.&, to abuse the victim's banking facilities or other assets. Espe-

cially affected are popular transaction types, such as card transactions at ATMS, online banking transactlons

or the use ofcredit card numbers for Intemet payrnents.

Some ofthe largest identity thefts have happened in the US (Table 16 3), as reported by McAfee.

TABLE 16.3t' LARGEST DATA LOSS INCIDENTS lN Iffi
Records
Exposed DateReported Organizations OriginDurrtion

94.000,000

40,000,Ofi)

50,000,000

26,500,000

25,000,000

17,000,000

12,500,000

r t,000,000

8,637,405

tt,500,000

July 2000
December 2006

September
200,t-May 2005

April 2003
April 2004

3 May 2006

October 2007

2006 200ti

May 2001-
March 2006

2002-lune 200'7

l9 June 2005

24 June 2004

22 May 2006

l2 March 2007

3 July 200?

27 February 2008 1 May 2008

July-Aug. 2008 6 September 2008

Archive Systems, Bank of
Ne\a' York Mellon

GS Caltex

Dai Nippon Prirting
Company

Cenegy Check Services,
Fidelity National Information
Services

l7 January 2007 TJX Companies

CardSyslems. Visa, Master-
Card, American Express

America Online

U.S. Dgpartmenl of Veterans

Aflbirs

20 November 2007 HM Revenue and Customs,
TNT

5 Oclober 2008 T-Mobile, Deutsche Telekom

Deficiencies in the wireless

network allowed fte data tlrcft

Malicious script injected via
a web application

Data stolen by employees
and sold to spammers

Pcnional data on a laptop com-
puter stolen during a burglary

Loss of two CDs

Data stolen and found online
for sale

Loss of unencrypted tapes

Employees madc copies of
personal data to sell

Data stolen by a former
contract worker and sold to a

criminal group

Data stolen by employee
and sold to a third party lor
markcting purposes

Sorrre: McAfe€Aven Labs.

2. Cording/Skimming 'Carding'sites can be found on thc Intemct. where fraudsters buy and sell access to

bank accounts, stolen card numbers, dumps from magnetic strips and even pcrsonal profiles

'skimming' constitutes the unnoticed duplication of electronic data from a payment card. A copying

device is installed in front of the oriqinal card slot of an ATM, which transcribes the infomation from lhe

Red Life Exrmple 2
Stephen Watt was a member of a conspiracy which, between 2003 and 2008, unlawfully gained electronic access

to corporate computer networks using various techniques, downloaded customers' credit and debit card informa-

tion, and fraudulently used that information and sotd the information to others for fraudulent use. Watt modified

and provided a'sniffer'program used by the conspirators to monitor and capture the data crossing TJX's computer

tretwork.
Watt pleaded guilty to conspiracy charges on 28 October 2008. He was s€ntenced to 2 years' imprisorunent, to b€

followed by 3 years of supervised release, a condition ofwhich was electroric monitoring ofany computer use. He was

ordered to pay restitution in the amount of$171.5 million dolla$.

S(rrr.?. US Depanmcnl ofJustice, accessed al www.usdoj.govrc.iminal/cybecrime


